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ABSTRACT
Emergence of different digital rights management (DRM) sys-
tems and various rights expression languages (RELs) has led
to problems with DRM interoperability and smooth flow of
content across different content management systems. The
complexity, varied scope, undefined boundaries, and lack of
formalism in current RELs pose some of the biggest chal-
lenges in addressing DRM interoperability. In this paper, we
define a formal language neutral conceptual model for rights
expression statements that provides a platform upon which
rights statements from different RELs can be mapped, rea-
soned, and manipulated.

Categories and Subject Descriptors
F.4.3 [Mathematical Logic and Formal Languages]: Formal
Languages—Rights Expression Languages; I.6.5 [Simulation and
Modeling]: Model Development—Rights Conceptual Model;
K.5.1 [Legal Aspects of Computing]: Hardware/Software
Protection—Copyright

General Terms
Design, Languages, Theory, Security

Keywords
RELs, DRM, Logic, License

1. INTRODUCTION
The need for rights management technologies over the past

decade and a half has led to the emergence of multiple dig-
ital rights management (DRM) systems. Interoperability is
one of the biggest challenges faced by the DRM industry [27].
There are different technical aspects to the problem of DRM
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interoperability. These include trust management, content
format compatibility, license compatibility, and other such
system properties [16, 37]. The emphasis of this paper is
on the issues related to license compatibility across different
DRM systems. A license is a copyright agreement consisting
of rights statements that express the rules governing usage
of content by users. A license in a DRM system is generally
written in a machine-readable language called rights expres-
sion language (REL). To address DRM interoperability it is
necessary that licenses generated in one DRM system be in-
terpreted in a different DRM system.

Over the past several years a number of RELs have been
developed for different content management systems [1, 4,
5, 19, 40]. Of these, the extensible rights markup language
(XrML) [40] and the open digital rights language (ODRL) [19]
are general-purpose, and have become the most popular. Re-
cently, XrML was adopted as the standard REL for inclu-
sion in the MPEG-21 standard [21, 22], and ODRL was ac-
cepted by the open mobile alliance as the standard REL for
mobile content [2]. These RELs are extensible markup lan-
guage (XML)-based, and have informal semantics. Most of
these RELs are varied in terms of their expression power, se-
mantics, and boundaries [7, 12, 14, 24, 38]. In addition to this,
these RELs include many other functions and protocols that
are beyond rights expression, and are referred to, more gen-
erally, as rights management functions. The complexity of
these RELs make interoperability among them a challenging
task. The informal semantics of these languages make it diffi-
cult to analyze and reason about rights statements expressed
in these languages.

In this paper we propose a formal conceptual model for
rights statements that aims to resolve these issues. The model
provides a language neutral platform upon which rights ex-
pression statements from different languages can be mapped.
Once such a mapping is done, it is possible to reason about
these statements, and manipulate them according to the need
of the application. One of the examples of such manipula-
tions is combination of multiple licenses expressed over the
constituent elements of a composite object to generate a sin-
gle license over the composite object. This paper illustrates
one such scenario where licenses from three different lan-
guages are mapped to the model, and combined to form a
single license. When licenses are combined and rights are ex-
ercised over composite objects involving multiple rights as-
sociations, it is useful for the user to be able to reason about
rights provenance. In the example presented later in the pa-
per, we show how properties such as rights provenance can
be determined in the proposed model. Such a mechanism is
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Figure 1: Translation of licenses from one REL to the other.

more favorable to one-to-one mapping among various lan-
guages, as proposed by many researchers.

The rest of the paper is structured as follows. Section 2
explains the need to define a conceptual model that is lan-
guage neutral and deals exclusively with rights expressions.
In Section 3, we discuss different approaches taken to define
rights models and different kinds of formal RELs. Section 4
forms the bulk of the paper where we first explain the ratio-
nale behind the decisions to structure the core-rights model
the way it is defined, followed by a formal definition of the
model and a supporting example. In Section 5 we explain
the advantages and capabilities of the model by illustrating
a scenario for combining and analyzing licenses from three
different languages, namely, creative commons (CC), XrML,
and ODRL. In Section 6, we point out the limitations of the
model in its current form and a need for a logic-based cal-
culus defined over the model to overcome these limitations.
Finally, we provide some useful conclusions in Section 7.

2. NEED FOR A CORE-RIGHTS MODEL
AND A RIGHTS CALCULUS

There are several design requirements that need to be satis-
fied by RELs for different types of DRM systems [3, 8, 20, 30,
38]. Among these, unambiguous specification of usage terms
over resources is a common requirement for all RELs [23, 24].
Emergence of several RELs has created problems for DRM
interoperability, and hindered easy flow of content across
different DRM systems. For smooth flow of content among
users it is important to have consistent and unambiguous in-
terpretation of licenses across across different DRM systems.
To achieve this goal two major approaches have been tried,
namely, translation and derivation of licenses. In this sec-
tion we point out that these approaches, coupled with the
other design requirements of RELs, stipulate the need for a
core rights expression model and specification of a calculus
for rights computation defined over such a model. We later
discuss different approaches taken to achieve this goal.

Koenen et al. [27] first proposed the concept of translation
in DRM systems, which is called connected interoperability.
In this method license used in one DRM system is translated
into a license used in a different DRM system. Schmidt et
al. [37] and Safavi-Naini et al. [36] identify the tasks that need
to carried out in order to accomplish such a translation of li-
censes. No two RELs are identical, and this means that the
first task is to filter out the concepts from the source REL,
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Figure 2: Derivation of licenses in multiple RELs from a
common rights token.

which cannot be expressed in the target REL. The next task
involves semantic mapping of categories from source REL
to categories in target REL. Figure 1 shows how a license L
expressed in REL 1, is translated into license L′ expressed
in REL 2. As shown in the figure, the concept of obligation
cannot be expressed in REL 2, and is therefore filtered before
translation. After the translation, it must be possible to verify
that the translated rights expression is semantically equiva-
lent to the expression from which it is translated.

Another approach to enable consistent interpretation of li-
censes across DRM systems is deployed by the coral con-
sortium [11]. In this method a DRM-agnostic rights token
is used to generate licenses for different DRM systems as
shown in Figure 2. Since all the licenses are generated from
the same token, they are supposed to be consistent across
different DRM systems. To enable derivation of licenses it is
necessary that the DRM-system-agnostic model from which
different licenses are derived must be the least common de-
nominator that is abstract enough to capture the most generic
rights expression statements. Apart from this, it must be
possible to determine whether a particular rights statement
can be generated from the rights token. Little information is
available on the structure of the rights token model used by
coral.

To enable interoperability among different languages there
have been studies to manage translation of licenses among
these languages [31, 35, 36]. While such approaches have
benefits of managing translation between languages, they do
not provide a common formalism over which rights state-
ments from different languages can be studied and worked
upon.

It can therefore be concluded that the two basic require-
ments for analysis of rights statements are: a) a core rights
model which is a common minimum denominator in which
most rights statements can be represented, and b) a calculus
for rights computation (and subsequently a language) that
allows to express rights statements over this model, reason
about these statements, and manipulate them according to
the need of the application.

It is extremely difficult to satisfy these two requirements
for general purpose RELs, such as XrML and ODRL, in their
current form. The scope and boundaries of current RELs are
not well-defined, and this poses the first hurdle in provid-
ing formal semantics for rights expression. Current RELs
include capabilities much beyond rights expression such as
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trust management, license management, security protocols,
and other rights management functions. Jamkhedkar et al.
have shown that it is possible to factor these functions out
of a given REL, and manage them separately as independent
protocols [17, 25, 26].

Another problem with formalization is that most of the
current RELs are XML-based. Markup languages are not a
computational automaton, a data model, or a mathematical
formalism [34]. Markup languages simply allow to associate
different elements with their respective tags, and define rela-
tionships among these elements in terms of an unranked tree
structure. Markup languages do not define the semantics un-
derlying the data they present. The semantics of XML-based
RELs such as XrML are hence defined informally by means of
an accompanying documentation that describes the meaning
behind the tags. XrML documentation that provides prose
explanation of the meaning of the tags in XrML is informal,
and may lead to ambiguity. The “formal” aspects of the se-
mantics of XrML are implicitly captured by the authoriza-
tion algorithm for XrML, which is used to enforce rights. The
same argument applies to ODRL. Instead of using XML for
formalization, a proper tool for defining a calculus for rights
computation is mathematical logic. Mathematical logic has
precise semantics and well-established methods for verifi-
cation, a process of determining correctness of systems. In
terms of rights expression, these methods can be used to de-
termine the above mentioned properties of rights statements,
which are expressed in mathematical logic.

Existence of such a model will enable translations among
different RELs. It will allow to represent rights statements
from different languages over a common language agnostic
platform, and study and manipulate the rights statements.
Furthermore, if such a model is based on mathematical for-
malism, it is possible to reason about the properties of the
rights expression statements expressed over the model. In
the next section, we discuss the work done in this area to
achieve these goals.

3. RELATED WORK
One of the earliest attempts to formalize RELs was pro-

posed by Gunter et al. [13]. Gunter’s model consists of se-
quence of events called realities, that are checked against the
language constructs which are modeled as traces of permissi-
ble events. This mathematical model encodes simple licenses
and includes payments and content rendering events. The
idea is further expanded by Pucella et al., who propose a
logic to reason about rights using trace-based semantics [32].
Using this language as the basis the authors propose formal
semantics for substantial fragments of XrML and ODRL [15,
33]. Another similar approach to formalize ODRL is pro-
posed by Holzer et al., who suggest the use of finite automata
to capture a sequence of actions a user is allowed to perform
according to a specific permission stated in the license [18].
Barth et al. propose the use of propositional linear logic to
manage licenses [9]

LicenseScript is another formal REL where licenses are rep-
resented in a multiset [10]. The clauses in a license are as-
sumed to be expressed as logic programs and the state asso-
ciated with these licenses are maintained as a separate set of
bindings. LicenseScript is constructed over a well-defined
conceptual model for rights. LicenseScript allows expres-
sion of dynamically evolving licenses in complex environ-
ments, such as authorized domains. Arnab et al. propose a

language LiREL that uses set notion that builds upon access
control mechanisms [6]. Other approaches in formalization
of RELs involve the use of existing specification languages
such as CafeOBJ along with the observational transition sys-
tem(OTS), which is used to model transition systems [39].

One of the pre-requisites for the development of a lan-
guage is the construction of a well-defined formal model that
will serve as a basis for language. McCarty explains that such
a model must be able to capture the most basic categories in
the underlying domain and define relationships among these
categories [28]. None of the approaches above define formal
model that captures the basic categories in the rights domain,
upon which these languages are based. XrML and ODRL are
based on conceptual models, however, these models are in-
formal, and as explained earlier, they incorporate categories
beyond rights expression that are in the realm of rights man-
agement. In this paper we define an abstract, formal, rights
model with well-defined boundaries that can serve as a basis
for the development of a calculus for reasoning about rights.
The model is based on the concept of changes in the envi-
ronment that are a result of the actions of the user. These
changes further influence the actions of the user. The model
is uses the concept of mutable and immutable variables used
in the UCONABC usage control model proposed by Park et
al. [29].

In the next section we first explain the rationale behind the
structure of the rights model, followed by the mathematical
definition of the model, and finally we provide an example of
a rights statement that is represented in the proposed model.

4. A FORMAL CONCEPTUAL MODEL FOR
RIGHTS

The process of development of an REL is shown in Fig-
ure 3. The first step is the development of a conceptual model
that captures the most basic categories underlying the rights
domain, and relationships among these categories. Once such
a model is in place, the next step is to design a language
over a model that is expressive enough to be able to cap-
ture different ways in which rights statements may be gen-
erated over the categories defined in the conceptual model.
In this section, we first specify the requirements that such a
model must satisfy, this is followed by the description of a
model that indeed meets these requirements, finally we pro-
vide a sample rights expression statement that is represented
in terms of the model.

4.1 Rationale Behind the Structure of the Pro-
posed Model

The most basic definition of rights expression (RE) agreed
upon by researchers is the following:

“An RE is a statement that defines the terms of usage
of a resource by a subject (or agent)”

The goal is to design a model that captures the major cate-
gories in this definition. While the concepts “Subject” and
“Resource” are unambiguous, it is necessary to clarify the
term “terms of usage”. In a broad sense, the term “terms
of usage” define the rules governing the actions that may
be performed by a subject on a given resource. These ac-
tions represent the rights enjoyed by a subject. The usage
of a resource by a subject takes place within a context or an
environment. The rules governing the usage of a resource
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Figure 3: The process of transformation of rights requirements, to a rights model, to a rights language, and its use in DRM
systems.

are therefore expressed in terms of the environment within
which the resource is used. The real challenge lies in con-
structing a model that is abstract enough to capture all the
possible manifestations of the environment.

It makes sense that the rules governing the actions are de-
fined only over parameters that are subject to change. For
example, environment parameters such as time, location, de-
vice, mass, actions, etc., are subject to change, and it makes
perfect sense to define the rules in terms of these parameters.

The change in environment can be categorized into two
types, namely, change that is a result of actions by the user,
and change that is not the result of actions by the user. Let
the first type be called active change, and the second type be
called passive change. In the model defined below, active
change is captured by environment variables, and passive
change is captured by environment predicates. Whenever an
action is performed by the user, it results in a new value as-
signment to a subset of the environment variables represent-
ing a change in the state of the environment brought about by
that particular action. An example of active change is “num-
ber of times a resource is used”, which changes whenever the
content is played by the user. An example of passive change
is “number of days passed since the content is purchased”,
which changes independent of the actions of the user. These
concepts are similar in spirit to the concept of mutable and
immutable variables introduced in the UCONABC model [29].

Conditions and constraints represent boolean formulas that
need to be satisfied for before a right can be executed. Condi-
tions are boolean formulas that are defined in terms of envi-
ronment variables, and constraints are boolean formulas that
are defined in terms of environment predicates. In a nutshell,
the environment changes either actively, by user actions, or
passively, and these changes in turn determine whether a
user is permitted to execute a particular action or not. Finally,
obligations define the actions that need to be performed by a
user in order to exercise a particular right.

These are the primary concepts using which rights expres-
sion statements can be captured in an abstract manner. The
core-rights model defines these concepts along with the rela-
tionships among them.

4.2 Core-rights Model
The core-rights model is shown in Figure 4. The model

consists of seven entities that form the basis for rights expres-
sion, namely, subject, object, rights, conditions, constraints, ac-
tions, and obligations. A model exists within an environment.
These are terms are defined as followed:

• Subject — It is an agent which performs an action.

• Object — It is a resource over which an action is per-
formed.

• Right — A verb which defines an action that a subject
is permitted to perform over an object. Every right has
a corresponding action.

• Conditions — They define the state of an environment
before a right can be exercised. Conditions are defined
in terms of mutable environment variables whose val-
ues change according to the actions performed by a
user.

• Constraints — They are defined in terms of immutable
environment parameters which are not affected by the
actions performed. The immutable environment pa-
rameters change their values independent of user ac-
tions.

• Actions — They are actual acts that represent rights
and obligations of the subjects defined in the environ-
ment.

• Environment — It defines a context within which a rights
model is implemented. An environment defines its own
unique set of actions that correspond to the rights and
obligations defined in the model.

• Obligation — It defines an action that need to be per-
formed in order to activate a given right.

Consider the rights statement:

“Alice can use the e-book ‘Treasure Island’ for 5 times,
on her school computer, if she pays five dollars and pro-
vided she has registered for the English course”

In this rights statement, Alice is the subject, the e-book “Trea-
sure Island” is the object, and “use” is the right. The condition
“5 times” is mutable, and is decreased by 1 every time Alice
uses the e-book. The constraint is defined by “on her school
computer”, which is an immutable parameter that must al-
ways be satisfied before the action is performed. “Registra-
tion for the English course” and “payment of five dollars” are the
obligations that must be performed by Alice before the right
is granted. The environment determines how a particular
right is interpreted. For example, in one environment, using
a e-book can be represented by a single action of displaying
the e-book on the computer screen, while in some other en-
vironment, it may be interpreted as printing the e-book.

Let S, O, R, OB, and A be the set of subjects, objects, rights,
obligations, and actions respectively. Let EP be the set of im-
mutable environment predicates. This means that the truth
value of the predicates is not changed by user actions. Let CR
be the set of immutable constraints defined in terms of envi-
ronment predicates that correspond to the rights. Let EV be
the set of mutable environment variables whose values may
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Figure 4: A core-rights model showing relationships among different entities.

be changed by user actions. Let CD be the set of mutable
boolean conditions that are defined in terms of environment
variables. A term, condition, and constraint are defined in
backus normal form as follows:

t ::= n|v|t1 + t2|t1 ∗ t2|t1 − t2|t1 ÷ t2; n ∈ I, v ∈ EV
cd ::= >|t1 = t2|t1 ≤ t2|¬cd|cd1 ∨ cd2|cd1 ∧ cd2; cd ∈ CD
cr ::= >|p|¬cr|cr1 ∧ cr2|cr1 ∨ cr2; cr ∈ CR, p ∈ EP

The equations above allow flexible representation of con-
ditions and constraints in terms of environment parameters
environment variables and environment predicates. A term,
t, is defined as an arithmetic expression of environment vari-
ables. Here, +,−,÷, and ∗ are the arithmetic operators addi-
tion, subtraction, multiplication, and division. A condition
cd is defined as a propositional formula of terms. A con-
straint cr is defined in terms of the environment predicates.
Every right r ∈ R is activated or allowed provided its corre-
sponding set of obligations {ob} ∈ 2OB, condition cd ∈ CD ,
and constraint cr ∈ CR are satisfied.

Now we define a set of functions that define relationships
among different entities of the model.

FRA : R→ 2A; FOBA : OB→ A;
FRCR : R→ CR; FRCD : R→ CD; FROB : R→ 2OB;
FAEV : A→ 2EV ; FOBCR : OB→ CR

Functions FOBA and FRA map obligations and rights to
corresponding actions. Functions FRCR and FRCD deter-
mine which constraint and condition must be satisfied in or-
der for a right to be allowed to be executed by the user. FROB :
R → 2OB is a function that provides the set of obligations
that must be fulfilled before a right can be executed. Func-
tion FAEV : A → 2EV provides the set of environment vari-
ables that are affected after the execution of a given action.
FOBCR : OB → CR determines the constraint that needs to
be satisfied for a given obligation.

Let E [a], a ∈ A, denote that action a is executed by the
user. Let O [ob] → {>,⊥} denote that an action correspond-
ing to obligation ob has been executed or not executed. The
execution of an action results in the change in the state of
the environment. Every action has a pre-defined assignment

function vi ::= ti for all the environment variables affected
after the execution of the respective action. Therefore, a new
set of assignment is given to a subset of environment vari-
ables, every time an action is executed. If the action corre-
sponding to a right is executed, then:

E [a], where a ∈ A, results in
∀vi vi ::= ti, where,
FAEV(a) = DV, vi ∈ DV, and ti is a term.

If an action corresponding to an obligation is executed,
and the constraint corresponding to the obligation is satis-
fied, then the following changes take place. First all the envi-
ronment variables affected by the action are given their new
assignment. Then it is recorded that the particular obliga-
tion is performed by setting O [ob] = >. Mathematically the
changes are represented as follows:

E [a] ∧ cri = >; where a ∈ A, cri ∈ CR, s.t. cri =
FOBCR(F−1

OBA[a]) results in
∀vi vi ::= ti, where,
FAEV(a) = DV, vi ∈ DV, and ti is a term.
O [ob] = >, where,
ob = F−1

OBA[a]

Let Subject be the intended user of the license, and Object
be the specified object in the license. Let allowed(r, s, o) de-
note that subject s ∈ S is allowed to execute right r ∈ R
over object o ∈ O. Then allowed(r, s, o) is true provided all
the following are true, namely, a) Constraint corresponding
to the right r given by FRCR(r) is satisfied, b) Condition cor-
responding to the right r given by FRCD(r) is satisfied, c)
all the obligations required for the execution of r, given by
FROB(r) are performed, d) The subject s is indeed the sub-
ject specified in the license, and e) the object o is indeed the
object specified by the license.

allowed(r, s, o)⇐⇒
FRCR(r) ∧FRCD(r) ∧ (∀obi

O [obi] = >) ∧ (s = Subject) ∧
(o = Object)
where,
obi ∈ FROB(r)
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4.3 An Example
Now consider the previous example, and how it is mapped

to the model defined here:

Alice can use the e-book ‘Treasure Island’ (TI) for 5
times, on her school computer, if she pays five dol-
lars and provided she has registered for the English
course.”

This example is modeled as follows:

S = {Alice}, O = {TI}, A = {use, pay, reg},
R = {use}, OB = {reg, pay},
EP = {Sch_Comp(X)}, CR = {φ}, EV = {n}, CD = {ψ}
where,
φ = Sch_Comp(X), ψ = n > 0,
“n” represents the number of times the e-book is used.
“use” stands for using the ebook.
“pay” stands for payment of five dollars.
“reg” stands for registration for the english course.

The functions are defined as follows:

FRA(use) = use, FOBA(pay) = pay, FOBA(reg) = reg
FRCR(use) = φ, FRCD(use) = ψ
FROB(use) = {reg, pay},
FAEV(use) = {n}, FAEV(pay) = {n}

Upon execution of actions, the following changes take place.

E [use] results in n ::= n− 1
E [pay] results in n ::= 5, O [pay] ::= >
E [reg] results in O [reg] ::= >

The equation below determines if an action is allowed or
not:

allowed(use, s, o) ⇐⇒ φ ∧ ψ ∧ (s = Alice) ∧ (o = TI) ∧
(O [pay] = >) ∧ (O [reg] = >)

In the next section, we show the advantages of having such
a formal conceptual model for rights that can serve as a basis
to which different REL models can be mapped to and ana-
lyzed.

5. ADVANTAGES OF THE MODEL
The proposed model is not an REL. It provides a language

agnostic platform upon which rights statements from differ-
ent languages can be mapped. As mentioned earlier, the
model simply aims to capture the abstract entities in rights
expression statements and relationships among these enti-
ties. Such a formal representation allows reasoning, analyses,
and manipulations, which are otherwise difficult in XML-
based RELs. In this section we discuss the advantages of-
fered by the proposed model in terms of analyzing rights
statements. These advantages include a clear separation of
rights expression and interpretation, combination of rights
statements for composite objects, and rights provenance.

Consider a scenario, shown in Figure 5, where a publish-
ing company intends to publish an article that comprises of
three separate objects, namely, image1, image2, and a report.
Each of these objects has an accompanying license that car-
ries the terms of usage for that object. Let the license associ-
ated with image1 be written in XrML, license associated with

image2 written in ODRL, and the usage terms of the report
are expressed in a creative commons(CC) license. The users
of the final article must conform to the licenses associated
with each of the individual licenses.

In the current setting, the publisher has to either conform
to one of the standards to manage all the three licenses. Ad-
ditionally, licenses must be converted to that particular REL.
Such a conversion will require mapping of the semantics which
are different for different languages. In addition to that, the
vocabulary of a given language may be different in different
environments, which adds to the problems faced in seman-
tic mapping. Since the languages are XML-based, even after
conversion of licenses, it is not possible to reason about them
in a consistent manner.

The other approach is to represent each of these licenses in
terms of the core-rights model, and then combine the licenses
to reason about them as will be shown in the following exam-
ple. Consider the following three licenses:

Let the CC license associated with the report be the attribu-
tion non-commercial license. The license essentially allows
reproduction, distribution, and derivation for non commer-
cial purposes with an obligation that the work of the original
author be attributed.

Let the XrML license associated with the image1 have the
terms of usage that allows printing for 100 times and deriva-
tion for an upfront fee of twenty dollars, provided that the
work is used in North America. The XrML license specifying
these terms is shown below:

<license>
<grantGroup>

<principal> ‘‘user’’ </principal>
<fee>

<paymentFlat> 20.00 </paymentFlat>
</fee>
<resource> ‘‘image1’’ </resource>
<grant>

<reproduction/>
<exerciseLimit> 100 </exerciseLimit>
<territory> ‘‘North America’’ </territory>

</grant>
<grant>

<derivation/>
<territory> ‘‘North America’’ </territory>

</grant>
</grantGroup>

</license>

The ODRL license associated with image2 be a license that
allows derivation rights with ten thousand prints for an up-
front payment of a fifty dollars fee, provided the work is used
in Europe and the United States. The ODRL license specify-
ing these terms is shown below:

<rights>
<asset> ‘‘image 2’’</asset>
<permission>

<reproduction>
<constraint>

<count = 10000/>
</constraint>
<constraint>

<country = ‘‘United States’’/>
</constraint>
<constraint>

<country = ‘‘European Union’’>
</constraint>

</reproduction>
<derivation>

</constraint>
<constraint>

<country = ‘‘United States’’/>
</constraint>
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<constraint>
<country = ‘‘European Union’’>

</constraint>
</derivation>
<requirement>
<prepay>
<payment>

<amount> 50.00 </amount>
</payment>

</prepay>
</requirement>

</permission>
<party> user </party>

</rights>

It should be noted that the licenses shown above do not use
the same vocabulary for rights as provided in the XrML and
ODRL documentation. Also in this example we assume that
the rights vocabulary used in all the languages is the same.
This restriction may be relaxed by changing the rules of com-
bining licenses, which is discussed later. All of these licenses
can be represented in the core-rights model presented earlier.
Table 5 shows the mapping of the conditions, constraints,
rights, obligations, users, and object to the sets defined in the
core-rights model. Once the licenses are mapped, the rules
for combining the rights statements in each of these licenses
are described below. From here onwards, the reproduction
right will be referred to as rd.

A combined object article that consists of the three objects,
namely, report, image1, and image2, must have a license that
is a combination of all the three licenses shown above. The
combined license, which we will refer to as the “final” li-
cense, must first incorporate the set of rights that are com-
mon to all the licenses. Hence, the rights permitted in the
combined license are given by the set:

R f inal = RCC ∩ RXrML ∩ RODRL

= {rd, derivation}
This means that in the final license only the reproduction(rd)

and derivation rights are permitted. In a general setting, rights
included in the final license over an object, which is a combi-
nation of n different objects with n separate licenses is given
by:

R f inal = R1 ∩ R2 ∩ · · · ∩ Rn,
where 1, . . . , n are licenses to be combined

Table 1: Table showing all the sets for each of the licenses.

Set CC XrML ODRL
S user user user
O report image1 image2

rd rd rd
R derivation derivation derivation

distribution
OB attribute pay20 pay50

print, cd_write, print, print,
A trans f er, modi f y, modi f y,

attribute, modi f y pay20 pay50
ψ1 = ψ2 = ψ3 =

CR non_comm() NA_use() US_use()∧
EU_use()

EP non_comm() NA_use() US_use(),
EU_use()

CD — count1 < 100 count2 < 10000
EV — count1 count2

The next task is to consider how the rights included in the
final license will be interpreted. In this example, we assume
that the dictionary for rights is similar for all the licenses,
however their interpretation might be different in a given en-
vironment. Let us assume that in the CC license the right rd
is interpreted as either print or cd_write actions in the oper-
ating environment; and in the XrML and ODRL licenses the
right rd is interpreted as print action only. Table 2 shows the
mapping of rights to actions for each of the licenses. In the
combined license, the rd right would allow the minimal set of
all the interpretations of that right in the given environment.
Hence for the combined license, print is the only permissi-
ble interpretation of the rd right as shown by the following
equations.

F
f inal

RA (rd) = F CC
RA (rd) ∩F XrML

RA (rd) ∩FODRL
RA (rd)

= {print, cd_write} ∩ {print} ∩ {print}
= {print}
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Table 2: Table showing the mapping of rights to actions for
all the licenses.

license FRA

rd→ {print, cd_write}
CC distribution→ {trans f er}

derivation→ {modi f y}
XrML rd→ {print}

derivation→ {modi f y}
ODRL rd→ {print}

derivation→ {modi f y}
Final rd→ {print}

derivation→ {modi f y}

Table 3: The table shows the obligations, conditions, and
constraints for the reproduction, i.e. the rd, right in con-
stituent licenses, namely, CC, XrML, ODRL, and the final
license.

License FROB(rd) FRCR(rd) FRCD(rd)
CC attribute ψ1 —

XrML pay20 ψ2 count1 < 100
ODRL pay50 ψ3 count2 < 10000
Final attribute ψ1 ∧ ψ2 count1 < 100∧

pay20, pay50 ∧ψ3 count2 < 10000

More generally, the set actions to which a given right from
multiple licenses is mapped in a combined license is given
by:

F
f inal

RA (r) = F 1
RA(r) ∩F 2

RA(r) ∩ · · · ∩F n
RA(R),

where 1, . . . , n are licenses to be combined

Once it is decided what rights are included in the final li-
cense, the next task is to determine the obligations, condi-
tions, and constraints that must be satisfied for each of the
rights included in the final license. For this example we will
focus on rd right, since it is one of the two rights retained in
the final license. Similar procedures can be followed for the
derivation right.

Since the composite object consists of individual objects
with associated individual licenses, a right executed in the
combined license can be exercised only when all the obliga-
tions, conditions, and constraints related to that right in the
individual licenses are satisfied. Table 3 shows the obliga-
tions, conditions, and constraints for the rd right in the indi-
vidual licenses and the final license.

It can be observed that in order to print the final composite
object it is necessary to fulfill all the three obligations of at-
tribution, payment of twenty dollars, and payment of fifty
dollars because of the implicit reproduction of the report,
image1, and image2 respectively. Similarly, it can be inferred
from the constraints in the final license over the right rd,
shown in Table 3 that reproduction of the article can be car-
ried out by the user only in the United States for non-commercial
purposes. With respect to the conditions, reproduction of the
article can be carried out only one hundred times, since it is
the lower of the two limits.

A general rules to determine the obligations, conditions,
and constraints for a given right in the composite license

Table 4: The table shows the variables affected by the print
action in all the licenses, namely, CC, XrML, ODRL, and
the final license.

License FAEV(print)
CC —

XrML count1
ODRL count2
Final count1 ∧ count2

from n different licenses are given by the following equa-
tions:

F
f inal

ROB (r) = F 1
ROB(r) ∪F 2

ROB(r) ∪ · · · ∪F n
ROB(r)

F
f inal

RCR (r) = F 1
RCR(r) ∧F 2

RCR(r) ∧ · · · ∧F n
RCR(r)

F
f inal

RCD (r) = F 1
RCD(r) ∧F 2

RCD(r) ∧ · · · ∧F n
RCD(r)

It is possible to reason about rights provenance when li-
censes are represented in a mathematical formalism. In other
words, it is possible for the user to determine what sources
of rights are responsible for the constituent objects of the
composite entity. A user can then determine the constraints,
conditions, or obligations that will be relaxed or strength-
ened whenever certain objects are added or removed from
the composite entity. In this example, it can be determined
that a user can print more than a hundred copies if he re-
moves image1 from the article. Similarly, it is possible to print
in the European Union if image1 is removed.

Once the obligations, constraints, and conditions for a given
right are combined, the next step is to determine what envi-
ronment variables are affected once an action pertaining to a
particular right is executed. Table 4 shows the environment
variables affected by the print action for all the licenses. The
environment variables affected by the print action in the final
license is a union of all the variables affected by the print ac-
tion in constituent licenses. It can be seen that for the final li-
cense of the composite object, the print action affects both the
environment variables count1 and count2. Hence, after print
action is carried out, both of these environment variables are
incremented, and when count1 equals one hundred, print ac-
tion is no longer permitted. If n licenses are combined, then
the variables affected by a right in the final license is given
by:

F
f inal

AEV (r) = F 1
AEV(r) ∪F 2

AEV(r) ∪ · · · ∪F n
AEV(r)

This example demonstrates how licenses defined over a
number of objects can be combined to generate a single li-
cense that is defined over the composite object. A number of
assumptions were made in this example, primarily, the one
that assumes a consistent vocabulary of rights for all the dif-
ferent licenses. It may be argued that a consistent vocabulary
for rights across all RELs is not a feasible assumption. How-
ever, the intent of this example is to illustrate that having a
language neutral representation for rights based on mathe-
matical formalism provides a common platform over which
rights obligations, conditions, and other such central entities

36



in rights statement can be analyzed and manipulated accord-
ing to the needs of the application.

Even if the assumption of a common vocabulary is relaxed,
then it is possible to combine licenses based upon the ac-
tions that represent rights in the interpretation environment.
These rules may be different than the ones used in the ex-
ample earlier, but manageable in the core rights model rep-
resentation. Another example is a combination of multiple
licenses over a single object. In this scenario, instead of tak-
ing the minimal set of all the rights, a union of all the rights
in the constituent licenses may have to be considered for the
final license. One of the major advantages of representations
in this model is that it allows multiple interpretations of a
given license. This means that there is a clear separation be-
tween rights expression and interpretation of rights. There
are, however, certain scenarios that are not possible to repre-
sent in the model in its current form. These limitations are
expressed in the next section.

6. LIMITATIONS AND FUTURE WORK
Many of the licenses in real life scenarios provide multiple

options to the user in terms of usage of content. For exam-
ple, multiple pricing options that allow users to choose from
various options according to their needs. However, in many
cases, the choice is static in the sense that an option is se-
lected a fixed license is delivered to the user. A more flexible
approach would be the one where a license is dynamically
linked to user actions, and obligations and constraints are
enforced in different ways depending on user actions. For
example a different pricing option is dynamically activated
once a user exceeds the limits of a lower pricing option. Cer-
tain RELs such as XrML are powerful enough for expression
of such options to a certain degree. The model, in its cur-
rent form, takes a simplistic view of treating multiple rights
as a collection. However, there are many ways of expressing
multiple rights in various ways, most importantly as total
or partial orderings. Total or partial ordering rights allow
the expression to manage a fine grained control over user
actions. Among the XML-based RELs, XrML allows order-
ing of rights, and ODRL allows logical combination of rights
within a collection. The model in its current form is based
upon set theory, and it is not possible to represent these ex-
pressions. It is however possible to build upon this model a
logical framework that will allow expression of rights of this
type.

7. CONCLUSIONS
In this paper we have first explained the need for a for-

mal conceptual model for rights. Such a model provides a
language-neutral common platform upon which rights state-
ments from different RELs can be mapped to an analyzed.
The model presented in this paper is defined and developed
from the minimal and most abstract assumptions about the
structure of rights expression statements. The introduction
of the mapping from right and obligations to environment
specific actions allows a clear separation of rights expression
and rights interpretation. Such a separation enables multiple
interpretations of a given license within different environ-
ments. By means of a detailed illustration, we have shown
how the model is useful in manipulation of rights statements
mapped from different languages, and how properties such
as rights provenance can be determined within such a rep-

resentation. The model, in its present form, is quite sim-
plistic and is therefore unable to express rights statements
which include properties such as partial and total ordering,
and choices over conditions, constraints, and payments. This
model provides a basis upon which calculus can be devel-
oped to handle these properties.
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